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1.3 >>Website

ser Crime Melpline - 1930  Emergency Ambulance No. - 108 Child Helpline - 1098  Fire - 101 Control Room @

hitps://nagpurgraminpolice.gov.in/en/ () NAGPUR RURAL POLICE  ans rservecss

B-21, Sector-59, NOIDA-201309
E-mall .co.in, ite: ices.co.in
An ISO 9001:2015 & ISO 27001:2013 Certified Company

Track your file Certificate No: AKSIT/2024-25/742 Date: 25 October 2024
a Websi uri rtificat

Website Name: Nagur Rural Police

Testing URL: https://nagpurgraminpolice.gov.in/eng/2024/en/
m Production URL: https://nagpurgraminpolice.gov.in/
Shs: i i ity e Environment: PHP 7.4

Audit Performed by: M. Deepesh Chauhan

Testing Period: 05 January 2024 - 22 October 2024

Hash value on Staging  28910921b192a899bb26a757019b4bb3

Server (MDS):

Validity of Certificate:  The certificate is valid till no additional changes in the
dynamic content are carried out, o one year from the date
of issue, whichever is earlier. Any change in hash value
will render the Certificate invalid.

Reference Document: ~ Website Security Audit Report v2.0(Final)_25-October-

— — — 2024_ Nagur Rural Police

Final Test Result: The Website has been audited for security on test URL as
per Cert-In NIC Gui OWASP
and other Best Practices and is declared safe for hosting
with Read only permissions as per recommendations

@ NAGPUR RURAL POLICE .

for Hosting in

Latest and stable TLS version should be used and disable weak SSL cipher suites.
Web Server and OS Level hardening be done on the production server before

FILE TRACKING SYSTEM deployment.
Virite permission should be granted only on the folder where the files are to be

uploaded given in the following directory:
r -
o | . @ -’ £ @ 8
ks oy

https:/ /nagpurgraminpolice.gov.in/eng/2024/en/

Use the latest and stable version of all the software components in the application.
Submit File at Document Forward  Document Dioshment
Police Station to Department  Accepted and Tracking ID

Generate Tracking 1D Given to User
By Department

User can
Scan QR / Visit at Website
for Status of Document

Neeraj Singh Reviewed by: Sandy Sharma
(Sr. Manager - Cybersecurity) (Asst. Manager - Application Security)
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6. BIABIGTAIS FEMZUM >> Improved Office Procedures
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Enforcement against drunk driving

Public awareness by Rural Police
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